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Abstract— Currently, in the Portuguese Army, when a military 

subunit wants to communicate with radio networks it must be 

physically located next to the radios that are 

receiving/transmitting the communications. In this dissertation, 

the military difficulties related to communications are addressed. 

The P/PRC 525 is the tactical radio used in these communications. 

A solution was then proposed that facilitates access to 

communications and relevant information, thus allowing 

decentralization of human resources and a lower requirement of 

material means. It is then a motivation to allow several users the 

flexibility factor, enabling them to communicate tactically over 

great distances, as well as making communications configurations 

at a great distance. 

As the interoperability is one of the factors that had more 

importance in the development of this dissertation, it was 

concluded that the best technology to be used is voice over IP 

(VoIP). This technology was used WebRTC that allows the 

communication in real time through browsers. 

A system was developed that offers the military a tool for 

controlling communications. This system consists of two servers, a 

signaling server that allows the establishment of communications 

and a server that contains the remaining part of the system. The 

server performs exchange of information with military radios, 

namely the P/PRC 525, as well as the management of web pages. 

The proposed solution allows to make communications with 

relatively low delays in relation to the normal communication, 

radio-radio, reason why the developed system presents viability to 

be used in the Army. 

Index Terms - Portuguese Army; Communications; 

Decentralization; Interoperability; Radio 

 

 INTRODUCTION 

rom the origins of humanity, the human being has always 

had the need to communicate. Military telecommunications 

are one of the greatest technological innovations. 

In the Armed Forces, the command and control exercise 

(C2), forces permanent communications flows. The Portuguese 

Army currently has a System of Information and 

Communications - Tactical (SIC-T) [1], through the 

information system for command and control of the Army, 

ISCCA [1], and Tactical Communications Systems (TCS) [1]. 

Each step of the force has its network of combat radio, where 

they can communicate with each other. 

This work is motivated to allow flexibility to the various 

users of the radio networks in a command post, namely the 

commander and the operations officer. As such, it will be 

possible to allow them not to be physically close to them, so the 

commander is concerned about the C2, making use of 

 

 
 

communications to achieve this. 

A. Actual Situation 

The primary purpose of communications is to "SERVE THE 

COMMAND" [1]. The Commander is solely responsible in all 

circumstances for what his unit executes or fails to execute [7]. 

Communication systems must be flexible and capable of 

adapting quickly to changes in the operational plans or 

organization for combat. They shall be capable of supporting 

all control requirements and shall ensure the security of 

communications to the greatest extent possible consistent with 

operational considerations [2]. 

Currently there are several problems in communication 

systems that do not allow unrestricted operation, namely: 

• There is no infrastructure in the Portuguese Army that 

allows a commander to be delocalized from the radio networks 

(away from radio equipment) and allows him to communicate 

in the same way to a commander who is always located next to 

the radios. If a military unit wants to communicate with radio 

networks, it must be physically located next to the radios that 

are receiving / transmitting communications. 

• It is impossible to relocate the operation. In the case of 

Figure 1, if a commander of a higher rank is in Lisbon and 

wishes to communicate by voice to one of the radio networks 

for a mission that is going on for hundreds of kilometers, he 

cannot do it. Currently it is only possible to communicate using 

information subsystem services using tactical military 

communications other than radio combat networks such as 

satellite (SATCOM). 

• It is impossible to listen two radio networks 

simultaneously, since it is only possible to choose a frequency, 

which is only associated with a radio network. 

• Restriction with the removal of radiant equipment, to not 

denounce the position of the control posts and the passage of 

radio frequency wiring to the radios in bunkers. At present there 

is a need for military forces, and not only, to be in bunkers. 

These forces are installed in fortified underground structures, to 

resist large energy releases. The connection between antennas 

and radios necessitates the installation of amplifiers and have 

signal losses. 

The Figure 1 shows the current operation of a radio network, 

as you can see, if there are N users, N radios are needed, which 

is unbearable due to the cost of a military tactical radio. 
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Fig. 1. Current operation of the Radio networks in the Portuguese Army 

B. Proposed Solution 

Based on Figure 2, there will be a radio that will act as 

gateway, which, in turn, will be connected to a radio network 

consisting of N radios. There will be a server, connected to the 

tactical intranet, connected to the military radio P/PRC-525, 

having access to several networks’ radios. 

 
Fig. 2. Solution proposal in the Portuguese Army Radio. 

While the military is scattered at its command post or 

elsewhere on the ground, the server is static at a command post 

handling data processing. The information gathered by the Web 

application is sent to the server, which then processes it to the 

PRC 525 that is installed in the Command Post. 

It was necessary to ensure several requirements in the 

proposal presented, such as: 

• Voice quality - For VoIP to be acceptable to the users, the 

delay time had to be minimal, compared to the existing normal 

communication. 

• Interoperability - Products of different brands must 

operate among themselves, so they must communicate among 

themselves, so that the most diverse users can communicate. In 

this case study, being a closed environment, the Portuguese 

Army, this problem does not exist about VoIP. The effort 

focused on the development of an application that could run on 

the various operating systems, iOS, android, etc. The most 

viable solution is to use a Web application, where anyone with 

access to a browser can use the application. 

• Security - Encryption must exist to ensure that packets are 

not captured by unauthorized parties. 

• Scalability - The system must be flexible to ensure that 

multiple users can connect to the network and / or to multiple 

networks. 

In Figure 1.2 it is possible to observe the proposed 

scalability, where N users can communicate with the same radio 

network without the need for N tactical radios, which translates 

into a high saving of means. 

In this representation, the existing command posts have the 

developed system installed, but can continue to communicate 

in a normal way if the system fails. These command posts are 

linked to the Army's data network. So, a military man in an 

Army unit can access this system and perform communications 

as if they were physically close to a radio, as well as run 

configurations on the radios. 

 

 RELATED WORK 

The Portuguese Army currently has tactical radios that allow 

radio over IP, RoIP. The existing system has limitations. When 

a commander uses an IP phone to make a call on a radio 

network, this network becomes fully occupied, so any radio on 

that network cannot use the radio, for example for data. 

A. Tactical Networks 

The SIC-T is designed to be flexible in the face of growing 

system complexity. It is the integrative system, at the tactical 

level, of the entire communications’ component, information 

systems, information management and knowledge and 

information warfare. It is a modular, efficient, secure and 

flexible system that allows the commander to have the 

necessary tools to command. In addition, it provides mobility 

and adaptability to logistics and combat units. The SIC-T is 

subdivided into the information subsystem, in which the main 

system is the ISCCA, and in TCS [1]. 

In the TCS system there are two types of users, mobile and 

fixed. Mobile users are essentially based on radio 

communication systems, since they are the ones that guarantee 

flexibility and mobility in the support of these users. 

The architecture of this system is structured in five 

subsystems, namely the Extended Area Subsystem (EAS), 

Local Area Subsystem (LAS), Subsystem of Mobile Users 

(SMU), Network Security Subsystem (NSS) and Network 

Management System (NMS). 

The SMU has the purpose of performing the interconnection 

with dispersed users in the Operations Area. The proposed 

solution will focus on the SMU, since it is the one that makes 

the interconnection with the dispersed users in the Operations 

Area. It is also in this subsystem that users can communicate 

with each other and have access to LAS and SMU through 
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Combat Network Radios. 

B. Radio P/PRC 525 

The P/PRC 525 is a tactical transceiver used in the 

Portuguese Army that allows great flexibility in terms of 

frequency bands. The radio was built to fulfilling tactical 

communications [3]. 

1)Special Modes of Communication 

SECOM-H is a mode of frequency hopping communication 

in the HF band. This mode operates in voice and data with 

COMSEC and TRANSEC protection (Safe transmission - 

frequency jumps). 

SECOM-V is a mode of frequency hopping communication 

in the VHF / UHF band. 

The COMSEC for voice and data is provided by the cipher 

before the transmission and by the decryption after the 

reception for data transmission and encrypted voice. 

  COMSEC keys are used to encrypt the useful data to be 

transmitted at each hop. 

The TRANSEC is provided by frequency hopping. 

Frequencies range from 1.5 MHz to 29.999990 MHz. To ensure 

secure communication, all radios participating in a network 

must be set to the same date and time. This is achieved through 

GPS [3]. 

C. Interfaces 

1)Ethernet - This interface allows you to send commands to the 

radio and get data from it, as well as load settings for the tactical 

radio. 

2) Micro-headset plug  

• AUDIO_RX - Enable audio output for headphones 

• AUDIO_TX - Activates microphone input 

• PTT1 - push to talk (PTT) 

These pins will be used to get access to the radios remotely. 

3)Data plug 

• LINE_TX - Audio input line 

• LINE_RX - Audio output line 

• PTT2 - PTT input [3]. 

D. VOIP 

Voice over Internet Protocol (VoIP) is a form of 

communication that allows you to make phone calls over an 

internet connection instead of the typical telephone lines [4]. 

1) Audio compression protocols 

Digital audio compression enables efficient storage and 

transmission of audio data. 

In Table 1 is a summary of the classification given to 

compression protocols, from 1 to 5 [5]. 

 
Table 1- MOS score on various codecs. 

E. WebRTC 

WebRTC [6], as the name implies, means real-time 

communications on the Web. It is an "open source" project, 

which allows browsers and mobile applications to communicate 

in real time through a simple Application Programming 

Interface. 

F. Gstreamer 

Gstreamer [7] is a framework that allows the creation of 

medium streaming applications. The Gstreamer framework is 

designed to facilitate the development of applications that work 

with audio or video or both. 

This framework is based on several plugins that allow the use 

of several codecs. Plugins can be plugged in and organized 

through a pipeline. This pipeline defines the data flow [7]. 

G. VOI525 

The name chosen for the developed system is VOI525. This 

is a system that allows to communicate through browsers with 

P/PRC 525 radio. This system allows to communicate with N 

radio networks. It also allows the configuration of the radio as 

well as the data visualization of the radio. 

This system is intended to be used by two classes of users: 

the operators and those responsible for communications. 

 

 USE CASES 

A. Campaign 

The command post is a duly structured and organized body, 

composed by the Command, the Army General Staff and by the 

communications media where the decision process takes place. 

In the campaign there may be a need for several officers, at 

the same command post, to communicate to the same radio 

network as well as the need for both to hear the communications 

that exist on the same network. Currently, to achieve this, N 

radios are required, depending on the number of users. 

It may also be necessary for staff officers to be able to listen 

to various radio networks, which is currently not possible. With 

this solution, these officers will have at their disposal a 

graphical interface, through a Web application, that can be 

accessed through any device that has access to the Web. 

It is even possible that they are relocated from the radio; in 

the best case, a commander who cannot be in the Theater of 

Operations can be listening the communications in any facility 

where there is access to the network of the Army. To do this, 

users must log in, and depending on their privileges, the number 

of networks they can communicate with varies. 

 

B. Fixed Installations 

We still have some areas occupied with bunker protection. In 

this case, the media radios are inside the bunkers, place where 

the Force is protected. The distance between the terminal radios 

and the receiving antenna of the telecommunications is in the 

order of the tens of meters, which induces high losses in the 

coaxial cable. With this solution it is possible to place the 

P/PRC 525 radio at a considerable distance from the bunker as 

well as this system. If the enemy uses electronic warfare to 

triangulate the radio signal and attack the coordinates of our 

radiant system, the bunker remains safe since the enemy will 

continue without knowing the position of the bunkers. 
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C. Access control 

At present, at a command post, an official who needs to 

communicate or moves to the radio that is connected to the 

radio network that he wants to communicate or asks to transmit 

the message to another comrade, which sometimes cannot be 

possible due to different levels of access to information. 

In the fixed installations there are some dozens of personnel 

from the most diverse categories of the Portuguese Army, from 

the soldier to the general officer. Understandably, there are 

several levels of security, that is, different levels of access to 

certain information. It is then necessary to integrate into the 

proposed software an access manager, which can give due 

permission to the user. 

Nowadays there is no access control that guarantees that the 

one who used the radio was the correct and authorized military. 

 REQUIREMENTS 

A. Functional 

R1 - Users, especially officers, can communicate with 

tactical networks from their Web Browser. 

R2 - Officials must have the functionality of being able to 

communicate with the various radio networks. 

R3 - The military more dedicated to the part of the 

maintenance of the radios, the operators, should be able to 

observe in the application the state of these, as well as to realize 

configurations, everything remotely. 

R4 - Ensure that the quality of calls between application-

radio and radio-application is good enough. 

 

B. Safety 

R5 - Run the system over HTTPS. 

R6 - Levels of authorization. Each user must authenticate to 

be able to use the application. Therefore, different authorization 

levels will exist, which will correspond to each user. 

R7 - The operator can view call logs and changes made. 

R8 - Secure communication. SECOM communication 

ensures security due to frequency hopping, which makes it 

difficult for anyone who wants to intercept communications to 

succeed. All radios involved in this type of communication 

must have the same parameters: Date and time, Hopset, KeySet 

(COMSEC key and TRANSEC) and Network Address. 

 

C. Interoperability 

R9 - Iteration with the P/PRC 525 through a Web application 

(use of browsers) 

R10 - Ability to communicate over long distances from the 

radio (main). 

R11 – Voice Communication - integrated with the classic 

model, PTT. 

R12 - Not overlapping with normal communication. 

R13 - Multiple radio networks option. 

R14 - Allow multiple users to communicate with the various 

networks, thus ensuring a reduction of resources. 

 

 ACHITECTURE 

The implementation of this system is illustrated in Figure 3. 

We can verify that the server is connected to several radios, 

each radio representing a radio network. There are also several 

browsers that represent the connection of several users to the 

radio networks. 

 

 
Fig. 3 - Example of implementation. 

The Web architecture is illustrated in Figure 4. Radios have 

a data link that provides audio input and output. These 

connections are connected to the server. There is also an RS232 

connection that allows to control the PTT of the radio, and an 

Ethernet input that allows to send and receive tactical radio 

commands. 

The home screen is the one where the user must log in before 

being able to access any other screen. Depending on the 

authentication, the user has access to different configurations. 

If it performs an operator authentication, it has access to the 

radio control. If you authenticate as a communications user you 

will have access to the radio control, as well as to the gstreamer. 

 

 
Fig. 4 - Example Web Architecture 

 WORK DEVELOPED 

A. Technology 

In this system there are two servers, one of them the 

signaling, based on an existing [8], which allows users to 

register so that they can communicate between the gstreamer 

and the JS application in browsers. Before initiating a call, users 

need to register on the signaling server. This server must remain 

open for the duration of the call. It was also used another server 
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through the Flask framework, which allows to create a server 

with different Web pages. 

The software used for audio processing was Gstreamer. 

B. Audio Processing 

The audio processing module was implemented using the 

Gstreamer system. This system allows you to integrate different 

sound cards. With this feature you can control different radio 

networks. This system also allows to change between several 

codecs of audio compression. 

The protocol used with this framework was RTP. 

 

C. Signaling 

WebRTC allows the exchange of data between two devices. 

The connection is established through negotiation of the parties, 

in a process called signaling. The signaling process requires at 

least two clients and a third party that we call server, from 

which it is possible to perform the negotiation through 

messages. In this project was used a technology different from 

usual. Usually communication is performed between browser-

browser, but in this case the goal is communication between 

browser and the gstreamer application. It was important to use 

the browser-application scheme, since only then is it possible to 

communicate with the different sound cards and different PTT 

controllers, which is necessary to develop the proposed system. 

 

D. Radio control 

It is essential to have access to the PTT of the radio as well 

as the information that can be retrieved from it. It is still 

imperative to be able to send commands to the radio to change 

settings remotely. 

The PTT button is designed to work in two ways, one 

designed to be used on tactile devices and another for use in 

portable and stationary computers. 

 

1)Management of multiple networks 

Program C has the gstreamer system running inside it. As 

such, you can add multiple sound cards allowing you to add 

multiple radio networks to the server. 

 

2)Obtaining radio data 

The 525 radio allows IP communication with a PC for data 

exchange. The Python server in Flask accesses radio 

information via sockets. Among all possible parameters the 

ones that are displayed in the application are: Power, Battery, 

Wave type, Radio name to operate, Frequency and Call status. 

 

3)Connection Hardware 

The server communicates with the P/PRC 525 via Ethernet 

cable, RS232 cable and data cable that allows access to the 

audio. 

The physical equipment required to install the system are: 

• Radio and their equipment. 

• Servers (computer) 

• Ethernet cable. 

• Cable developed. 

To access the audio through the data port it was necessary to 

develop a cable that would allow access to this, as well as access 

to the PTT. 

In Figure 5 it is possible to check the various components of 

the adapted cable. It can be verified that to the data cable were 

added two audio input and output jacks that connect to the 

computer-server. A DB9 RS232 cable was added to control 

PTT. 

 
Fig. 5 - Legend of the adapted cable components. 

 GRAPHIC INTERFACE 

With Figure 6 it is possible to understand that the chain of 

possible operations starts with the login. This is associated with 

two possible modes, the communications user and the 

administrator mode. When you log in as an administrator, you 

can view radio information and make changes to it, frequency, 

and Preset Pages. Preset Pages are preconfigured "pages". You 

can physically change the radio switch to toggle between these 

pages. Now this can also be done through the Web application. 

If it is the user login, the user can select the network with which 

to communicate and can view radio information. 

 
Fig. 6 - Menu hierarchy. 

 SYSTEM EVALUATION 

A. Test Browser Operation 

The most common browsers are Google Chrome, Mozilla 

Firefox, Microsoft Edge, Internet Explorer, Opera and Safari. 

All browsers have been installed except Safari. Figure 7 shows 

that the system works on all tested browsers [9]. 

 
Fig. 7 Working in different browsers. 

B. Quality of communication 

To carry out the quantitative evaluation a similar test was 

chosen to the MOS, that is, an evaluation given by the opinion 

of the users themselves. The ranges of values for evaluation 
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ranged from 0 to 5 where 0 corresponds to poor quality and 5 

to excellent quality. 

For this evaluation, 10 users were asked to listen to audio and 

assess their quality. For these tests the same text was read to the 

users. This text was composed of about 20 words. 

The objective of these tests was the evaluation of three case 

studies: 

• Communicate through the browser and the user listens on 

military radio 

• Communicate through P/PRC 525 and the user listens in the 

application. 

• Communicate through P/PRC 525 and the user listened on 

the tactical radio 

The last test is intended to make a comparison of the new 

system for existing communication and said normal. 

The tests were performed through wireless connection 

between the server and the terminal (where it accessed the 

application) and through an Ethernet cable. 

Figure 8 shows a summary of the three tests. 

In all modes it is possible to reach the same conclusion: the 

best result is in normal communication. Then, when the audio 

output occurs on the radio and finally in the browser 

 
Fig. 8 - Comparison of all results obtained. 

The best result is in normal communication, since the 

components that exist during the communications are those for 

which the radio was designed and constructed, only the radio 

itself, the antennas and the micro-headset itself. 

The second place that gets a better score is in the 

communication of the browser to the radio. It is concluded that 

the microphone used in the browser has better quality and less 

interference than the microphone of the microphone of the 

radio. 

Lastly, radio communication to the browser appears, which 

results in inferior quality, as the P/PRC 525 audio input device 

introduces some interference. Therefore, because the speakers 

in the browser allow a higher volume than the speakers of the 

radio, these interferences are amplified. 

 

1)Delays in communication 

One of the most important and decisive aspects for the 

employability of this system is the duration of the delays in the 

communication, since if there is a delay that does not allow a 

fluent communication, its use is not justified. 

To evaluate this problem a test was created that allows to 

measure the delays in communication in the various scenarios. 

The audio delay between the transmitter and the receiver was 

evaluated using two tactical radios, a radio and a browser, and 

finally between a browser and a P/PRC 525. 

 

1)Evaluation between two radios P/PRC 525 

In Figure 9 is a schematic of the evaluation between two 

radios P/PRC 525. 

 
Fig. 9 - Procedure for evaluating the audio propagation delay between two 

radios. 

The steps to achieve concrete values were successively: 

1. Placing microphones together with P/PRC 525 radio 

headphones. 

2. Start recording of microphone audios. 

3. Use of a frequency generator on a radio, which served as 

the transmitter. 

4. Comparison of the audio spectra and analysis of the 

difference between the signal emitted and received. 

After performing these steps, spectral analysis of the audio 

was performed to measure the delay between the emission of 

noise produced by the frequency generator and the sound 

received by the tactical radio. 

In Table 2 it is possible to verify the values obtained for the 

radio-radio case, that is, the normal values during a tactical 

communication in the various modes. 

 
Table 2 - Evaluation between radio-radio. 

2)Evaluation for audio input in the browser and output in radio. 

In Figure 10 is a demonstration of the evaluation between a 

browser and between military radio. 

 

 
Fig. 10 - Procedure for assessing the audio propagation delay between the 

application and the tactical radio. 
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In Table 3 we can observe the values obtained. 

 
Table 3 - Evaluation where the audio output was on the tactical radio. 

3)Audio input on P/PRC 525 radio and browser output 

In Figure 11 is a demonstration of the evaluation between a 

tactical radio and between the web application. 

 

 
Fig. 11 - Procedure for evaluating the audio propagation delay between the 

tactical radio and the application. 

In Table 4 we can see the values obtained. 

 
Table 4 - Evaluation where the audio output is in the browser. 

4)Comparison of values for Ethernet connection 

As expected, the mode of use that presents the lowest delays 

in all waveforms is the radio-radio, since, once again, the 

components in this mode of use are the originals, with no 

component causing delays. This being the way the radios are 

built is an expected observation. The modes in which the data 

transmission is not digital have lower communication delay 

values. In these waveforms, ALE3G and fixed frequency we 

verified that the two-way audio circulation when using this 

system is identical regarding the delays. 

In waveforms whose data are transmitted digitally there is a 

longer communication delay, which is also expected, 

considering that the radio needs time to process the data. 

In all waveforms we can also verify that there is a greater 

delay when the user communicates through the browser. This 

delay difference is minimal and may have occurred due to 

measurement errors. 

 

5)Comparison of values for wireless connection. 

The modes in which the data transmission is not digital have 

the lower communication delay values, such as cable 

connection. 

The modes in which the communication is digital present the 

same delays in the two possible situations. 

Both the cable connection and the wireless connection, the 

mode of use that presents the smallest delays in all the 

waveforms is the radio, since once again there are no 

components causing delays. The modes in which the data 

transmission is not digital have the lowest communication delay 

values. In waveforms where data is transmitted digitally there 

is a longer communication delay, such as cable connection. 

In these results there is not such a marked difference in 

relation to the delay being greater when the user communicates 

through the browser, although it is superior. This delay 

difference is minimal and may have occurred due to 

measurement errors. 

 

6)Difference in delays compared to normal communication 

Audio input in browser and audio output in radio 

In Table 5 we find that the delays where there is a greater time 

difference in relation to the normal communication are 

SECOM. In total, the biggest difference from normal 

communication is about 600 ms, in SECOM-H. 

 
Table 5 - Comparison of delays compared to normal communication. Audio in 

browser, radio output. 

  Within the same waveform where there is a greater 

discrepancy of values is also in SECOM-H, where there is a 

difference greater than 200 ms when using the wired or wireless 

system. More interference occurs in wireless connections. 

Thus, if there are messages sent over TCP, there may be a 

resending of these messages, which causes delays in 

communication. 

 

Audio input in radio and audio output in browser 

In Figure 13 we verify again, that the greatest discrepancy of 

values, in relation to the form of connection (wired or wireless), 

occurs in SECOM-H communication, in which a difference of 

more than 200ms is also observed. Once again on the wireless 

connections there may be a message forwarding which causes 

delays in communication. In total, the biggest difference from 

normal communication is about 500 ms, in SECOM-H. 

 
Table 6 - Comparison of delays in relation to radio-radio communication. 

When communication is analog, the largest delay, whether 

wired or wireless, compared to normal communication is less 

than 320ms, which is a bearable value. In digital 

communication, the biggest delay is 520 ms a considerable 

amount, but that, by testing the system in practice, does not 

reveal itself as a delay that harms communication. 
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 VALIDATION OF REQUIREMENTS 

 

Proposed requirements to be fulfilled were validated: 

R1 - Users can communicate with tactical networks from 

within their Web Browser. Wireless and Ethernet connection 

tested. 

R2 - Users can communicate with the various existing radio 

networks 

R3 - The military more dedicated to the part of the 

maintenance of the radios, the operators, can observe in the 

application the state of these, as well as to realize 

configurations, everything remotely. With the development of 

this system, the military can perform the basic maintenance of 

the radios, visualizing several parameters, as well as making 

various configurations, from the frequency change as of -Preset 

Pages, and, in turn, to switch between the various waveforms of 

radios. The PRC / 525 has in its basic operating mode 100 pre-

programmed Preset Pages, 10 of which are selected through the 

switch on the radio panel. All Preset Pages are set up in their 

own program, Mission Planner, and are then transferred to the 

radio. The user of the developed system can also perform the 

change of Preset Pages, there is no need to change the physical 

switch. 

R4 - The system guarantees the necessary quality of calls 

between application-radio and radio-application. MOS results 

show that the quality of communication using VOI525 is like 

communication using only radios. 

R5 - The web application runs on the HTTPS protocol, which 

ensures that the data is transmitted over an encrypted 

connection and that checks the authenticity of the server and the 

client through digital certificates. This was also thought to be 

run on secure network, that is, on the army data network. 

Therefore, if the network itself is secure, security is guaranteed. 

R6 - The developed system has access management to ensure 

that only authorized persons have access to it. 

R7 - The system created also has the record of the changes 

made, allowing the operator to consult the records of the calls 

as well as the changes made. 

R8 - The system operates in SECOM modes 

R9 - The system is developed as it was proposed, that is, the 

final application is accessed through the browser. Thus, the goal 

is to allow any user with access to a browser terminal to be able 

to work with the system without the need to install multiple 

programs 

R10 - The use of the system was tested at great distances 

through IP, being able to use the system. The army network 

offers security and long-distance links. 

R11 - The system has a PTT button identical to the normal 

model 

R12 - Users can also use normal communication in 

conjunction with the system in the event of a system failure 

R13 - The system also allows the integration of several radio 

networks 

R14 - The prototype developed has a bug that only allows to 

communicate with a browser for each radio network. A 

JavaScript application has been developed that allows multiple 

users to communicate with the tactical radio, but only with the 

audio in one direction, in the browser-radio direction. Future 

versions will allow with this system, that several users can 

communicate in both directions. 

All requirements except R14 are validated. 

 DISCUSSION 

 

The developed system turns out to be a great tool in relation 

to the current systems. The requirement of interoperability that 

allows communication through the browser from any terminal 

that allows access to these has become the greatest innovation 

of this system in the Portuguese Army. 

One of the biggest advantages for commanders and managers 

over current systems is the ability to configure tactical radios as 

well as communicate with them without a specific installation 

and operating system being needed, and only one terminal with 

IP network access is required. This system was designed to be 

used in the army data network, to ensure better access control. 

Although the scalability requirement has not been fully 

implemented, the system solves various problems and adds 

great mobility to the various users. If the purpose of the user is 

to configure the radio or access their information, it can be done 

by several users. 

At this point, the developed system can be used in bunkers. 

This ensures that there are no major losses due to the coaxial 

cable, as well as the cost of the connection, since the coaxial 

cables have a higher price than the network cables. The security 

of the military personnel working underground has been 

increased, since this system makes it difficult, in case of 

electronic warfare, to triangulate and, consequently, to locate 

the fortifications. This ensures the safety of users and their 

premises. 

As far as the viability of the system is concerned, in the 

situation where the audio output occurs in the radio, the biggest 

difference is in wireless for the SECOM-H communication 

mode, having a value of 0.6 seconds. For the situation where 

the audio output occurs in the browser, the biggest difference is 

also in the wireless connection and has the value of 0.51 

seconds. This is due to WebRTC protocols. When there is 

negotiation between the users there are exchanges of messages. 

These can use UDP or TCP, depending on your network 

settings. If the exchanges use TCP, the recipient must receive 

all the data sent, that is, there may be delays in processing the 

audio, since the reenter only continues the process after 

ensuring that all the data sent is received. In wireless 

connections it is evident that more interference occurs in the 

sending of data, so the delays obtained are also higher when the 

connection is wireless. 

The types of communication in SECOM have obtained a good 

score MOS because the transmission of the data is digital. In 

fixed frequency the audio is also very noticeable. On the other 

hand, in ALE3G mode the audio has less quality. The lower 

MOS score of the ALE3G mode relative to the fixed frequency 

mode is due to the different modulation used in these 

communication modes. In the fixed frequency mode, frequency 

modulation was used, while amplitude modulation was used in 

ALE3G. AM modulation has lower sound quality, but can be 

transmitted over longer distances, while FM modulation has 

less interference than AM modulation, guaranteeing superior 
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sound quality despite the transmission distance this modulation 

allows to be smaller. 

We also thought about using SIP and H.323, as well as the 

softwares that allowed to work with these protocols. However, 

since the radios used PTT to start and end communications, and 

they were constantly receiving them, it was concluded that the 

systems used greatly facilitated the development of the final 

system as well as its handling. 

The software used to develop the final product is in 

development stages, so the non-success of the scalability 

requirement may be associated with this factor, since the 

plugins used are not yet stable and are in development, because 

they are open source. 

One problem encountered in communications is the existence 

of echo, but this is virtually instantaneous. When 

communicating radio-radio, normal communication, these 

present a small echo. When using communications with the 

developed system, this echo is superior because the terminal 

loudspeakers usually have a higher power, which ends up 

amplifying the echo. 

 CONCLUSION 

All the research and work developed within this dissertation 

cover a topic with problematic aspects present in the daily life 

of the Portuguese Army. 

This problem consists of a lack of integration of means of 

communication and adaptability to the new technologies in the 

current times. Ability to adapt to the need for commanders to 

be remote from command posts, to be able to access relevant 

information from tactical equipment (radios), the ability to 

make remote changes and all through browsers. Likewise, this 

problem made it difficult for leaders of a force to command. 

Based on the information and communication systems 

studied within the Army, a solution was designed that 

implements a concept of communications system and access to 

radio media information applicable in the current panorama of 

the Army. 

In the first instance, this system seeks to address the problems 

previously raised. The result of this compliance materialized in 

a command and control tool for commanders of operations and 

tactical situations within this theme. For this system, software 

requirements have been applied with the practical implications 

associated with these types of situations. 

That is, a system was developed based on a client-server 

model, in which the client application is programmed for 

browsers, used by the military in the field, or in any fixed 

installation with access to the Army network, in order to 

guarantee security and control while the server processes all the 

information coming from them and saves all the records of the 

changes and operations performed. In addition, access profiles 

were developed for those responsible for communications and 

for operators, to grant different permissions to each access 

profile. 

In addition to the advantages described in the previous 

chapter, the objective of the dissertation was fulfilled in solving 

the problem described. Although this solution is not entirely 

ready for scalability, some improvements are necessary for its 

stability and integration in the Army's current network, 

functioned as a demonstrator of the potentialities and as proof 

of concept of digital communication integration (WebRTC) 

with the tactical communication network. 

A. Future Work 

In future work, the main feature to be implemented is 

scalability, to allow the bidirectional flow of audio to N users. 

Another important feature will be the attempt to use multiple 

codecs to reduce processing time and, in turn, reduce 

communications delays. 

Due to material limitation at the time of development of this 

system, it was not possible to test the integration of multiple 

radios on a server. It will also be important to do this test. 
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